How to log into Outlook Web Access (OWA) Web Mail

IMPORTANT: READ ME (save yourself some aggravation and read this before you start).

If your browser goes to the Big F5 (in other words, you were blocked) you MUST close ALL of
your browsers that are open. Example: If you are trying to log into OWA in Google Chrome, and
are working in FireFox and IE, you still MUST close ALL the browsers (including FireFox and IE),
or you will continue to be blocked.

If your certificates do not match what is in this walk through, then unfortunately you will need
to try them one at a time until you are able to log in. This will not lock your CAC as long as you
are entering the “correct” PIN, but you will need to close all of your browsers before you try
again.

RECOMMENDATION: It is recommend that you log into OWA before you start working, so you
can be familiar with which certificate you will be using. This way if you select the wrong
certificate will not have to close all your browsers and possibly lose your work.

STEPS TO LOG INTO OWA WEB MAIL

Open a browser (Google Chrome is being used for this walkthrough).

Enter > https://web.mail.mil/ in the browser address bar

Select your certificate. (It should be > DOD ID CA-52), but might be different. In any case, it
should be the one at the bottom, then click > OK

Selact & certificate to asthenticate yourself to web.maslmitda3
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Enter your PIN, then click > OK
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5. The USG Warning and Consent Banner will popup, click > OK

You are aus. (USG) Information System (IS)
that is provided for USG-authorized use only. By using this IS
(which any device attached to this IS), you consent to the

following conditions:

USG Warning and Consent Banner

The USG routinely i and monitos ications an this 1S for

purposes including, but not limited to, penetration testing, COMSEC

menitoring, network operations and defense, personnel misconduct (PM), law
i (LE), and intell (C1) investigati

At any time, the USG may inspect and seize data stored on this IS.

Communications using, or data stored on, this IS are not private, are subject to
routine monitoring, interception, and search, and may be disclosed or used for
any USG authorized purpose.

This IS includes security measures (e.g., authentication and access controls) to
protect USG interests—not for your personal benefit or privacy.

Notwithstanding the above, using this IS does not constitute consent to PM, LE
orCl searching or of the content of privileged
communications, or work praduct, related to personal representation or
services by attorneys, psychotherapists, or clergy, and their assistants. Such
communications and work product are private and confidential. See User
Agreement for details.
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6. Click the link

Outlook Web App

Use the following link to open this mailbox with the best
performance:

Connected to Microsoft Exchange
€ 2010 Micreseft Corporation. AN rights resenved.

7. Select the bottom certificate, then click > OK

Select a certificate to authenticate yourself to web-oked01.mail.mild43
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8. The USG Warning and Consent Banner will popup, click > OK

USG Warning and Consent Banner

You are a U.s. Government (USG) Information System (Is)
that is provided for USG-authorized use only. By using this IS
(which includes any device hed to this IS), you consent to the

following conditions:
= The USG routinely and monitors on this 15 for
purposes including, but not limited to, penetration testing, COMSEC
itoring, network tions and defense, 1 i duct (PM]), law
enforcement (LE), and c Il e (C1)

= At any time, the USG may inspect and seize data stored on this IS.

= Communications using, or data stored on, this IS are not private, are subject to
routine monitoring, interception, and search, and may be disclosed or used for
any USG authorized purpose.

= This IS includes security measures (e.g., authentication and access controls) to
protect USG interests—-not for your personal benefit or privacy.

» Notwithstanding the above, using this IS does not constitute consent to PM, LE
or €l searching or of the content of privileged
communications, or work product, related to personal representation or
services by attormeys, psychotherapists, or clergy, and their assistants. Such
communications and work preduct are private and confidential. See User
Agreement for details.
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9. You should now be in OWA Web Mail.



